
Active Roles

A clean, secure, path forward for your Microsoft environment

Overview
The rapid growth of identities and identity accounts 
due to enterprise growth, mergers and acquisitions 
activity, and other business structure changes 
have expanded your attack surface, leaving 
you vulnerable to cyberattack. Are you able to 
address this growing security gap and comply with 
regulations?

Your resources are taxed by manual identity policy 
administration across multiple AD domains, each 
with its own console. The chaos and complexity 
are difficult to manage and result in too many 
unmanaged privileged accounts, too much manual 
scripting and constant unsuccessful compliance 
reviews. You need more than native Microsoft tools 
to address this last-mile execution gap.

Active Roles is uniquely positioned to provide 
simple identity governance for Microsoft 
environments — consolidating, streamlining and 
strengthening your Microsoft identity accounts to 
protect your business.

What Active Roles delivers

Automated enforcement
Automate policy enforcement across disparate 
systems from a single console to reduce errors, 
streamline identity account administration and 
reduce the chaos in your Microsoft environment.

Benefits
•	 Protects critical Active Directory, 

Entra ID and M365 data

•	 Regulates administrative access 
via a least-privilege model

•	 Overcomes native-tools limitations

•	 Delegates fine-grained privileges 
to those who need them

•	 Provides extensive group management

•	 Automates users and group 
account creation and deletion

•	 Provides a single, intuitive tool for hybrid 
identity security and management

•	 Generates audit-ready history 
and activity tracking to log when 
changes are made and by whom

•	 Deploys quickly for rapid time-to-value

Streamlined administration
Organize and simplify your environment. 
Eliminate standing privileges that shouldn’t exist 
and gain visibility and control of your entire 
Microsoft identity environment on a single system 
and console.
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The governance conduit
Accelerate your path to identity 
governance and administration (IGA). 
Enforce administrative and governance 
policies inside your Microsoft directories. 
Prepare your Microsoft environment for a 
clean, organized and safe complement for 
your IGA solution.

Key features

Hybrid AD-ready
Active Roles consolidates visibility across 
on-premises AD, Entra ID and M365 in a 
hybrid deployment. Unify workflows and 
provision consistently across all domains  
and tenants via a single console.

Automate account administration
Active Roles automates the creation of user 
and group accounts across AD, Entra ID and 
M365, creating Exchange mailboxes, populating 
groups, and assigning Windows resources. It also 
automates reassigning and removing access rights 
across all relevant systems.

Consolidate management  
through integration
Active Roles ensures integration with many One 
Identity products, including Identity Manager, 
Safeguard, Authentication Services, Password 
Manager and Change Auditor. Active Roles 
also automates and extends the capabilities of 
PowerShell, ADSI, SPML and customizable web 
interfaces.

Active Roles integrations:
• Oracle Database

• Oracle Unified Directory

• Exchange

• OneDrive

• SharePoint

• AD LDS

• Microsoft 365

• Entra ID

• Microsoft SQL Server

Secure access by attribute
Active Roles uses a role-based access control 
(RBAC) model to delegate granular privileges and 
ensure identities and objects have only the access 
they should, as well as to deprovision privileges to 
reduce standing privilege and organizational risk. 

Day-to-day directory management
Manage Exchange recipients, Dynamic/Distribution 
Groups, computers, virtual user attributes and all 
AD/Entra ID/M365 directory objects from a single 
MMC or web interface console.

About One Identity
Headquartered in Cork, Ireland, One Identity 
delivers trusted identity security for enterprises 
worldwide to protect and simplify access to digital 
identities. With flexible deployment options and 
subscription terms – from self-managed to fully 
managed – our solutions integrate seamlessly into 
your identity fabric to strengthen your identity 
perimeter, protect against breaches and ensure 
governance and compliance. Trusted by more  
than 11,000 organizations managing over 500 
million identities, One Identity is a leader in  
identity governance and administration (IGA)  
and privileged access management (PAM) for 
security without compromise. Learn more  
www.oneidentity.com. 
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